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User 150b 



User 150c 



User 150d 



User 150e 




Internet 




Locally installed 
software program 
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Fig. 1 
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Customer - Client 
(Web Site Owner) 
Example: Creative Care Nursing Home 



Account #1 
Example: John 
Doe, resident of 
Creative Care 
Nursing Home 



Account #2 
Example: Mary 
Smith, resident of 
Creative Care 
Nursing Home 



Account #3 
Example: Bill 
Jones, resident of 
Creative Care 
Nursing Home 



End-User 1 

(user of the 

web site 
assigned to 
Account #1 
belonging to 
the client) 

Example: 
Mark Doe, 

son of 
John Doe 



End-User 2 

(user of the 

web site 
assigned to 

Account #1 
belonging to 

the client) 

Example: Suzanne 
Doe, granddaughter 
of John Doe 



End-User 3 

(user of the 

web site 
assigned to 
Account #1 
belonging to the 
client) 

Example: 
Mike Doe, brother of 
John Doe 



Login Control 1 
(actual login and password 
that end user 1 has) 

Example: 
Mark Doe's IP address at home 
login: mdoel 
password: Sheffield 



Login Control 2 
(actual login and password that 
end user 1 has) 



Example: 
Mark Doe's IP address at work 
login: mdoe2 
password: Sheffield 



Fig. 2 




Locally installed Server-side Engine 

software program 310 
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Fig. 3 



Client Side Activities User Activities Provider Side 




Activities 



Client signs up with provider to 
open an account on the network 
405 
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Provider creates client account on 
provider's server using Web- 
based administration panel 
410 



Client uses locally-installed 
software to create & organize list 
of account login data and EUAP 
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Client connects to provider's 
server & authenticates as a 
customer in preparation to 
transmit transaction set data 
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Fig. 4A 



Provider creates and 
communicates master login & 
authentication information to client 
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Provider authenticates client 
as a customer 
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Client Side Activities 



User Activities 



Provider Side 
Activities 
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Client software encrypts 
transaction set data 
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Client uploads and transmits 
encrypted transaction set data 
to provider's server 
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Provider's server stores client's 
transaction set in Uploads 
directory awaiting Process 
command 
432 



Upon receiving Process 
command, Provider's server 
decrypts transaction set data 
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Provider's s< 
transactio 
4^ 


3rver parses 
n set data 
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Provider's server inserts 
transaction set data into 
database structures on server 
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Client uploads Web site files 
to provider's server using 
a unique login for each account 
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Fig. 4B 
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Client Side Activities 



User Activities 



Provider Side 
Activities 




Provider server acknowledges 
receipt of upload and 
updates login data files 
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Client notifies users and provides 
instructions for accessing network 
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User navigates to homepage on 
provider's server and logs in 
to the provider's system 
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Provider server redirects user 
to Web site files corresponding 
to the account they are 
permitted to access 
470 



Provider Server provides 
feedback by responding to user 
actions & informing Client of 
user actions 
475 
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Fig. 4C 



